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“Individuals constantly try to rationally maximise benefits but decision-
making can only be rational within the limits of cognitive ability and

available time [3].”
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(a) Consent-O-Matic browser extension

Fig. 1. Browser-based tools for managing online consent used as reference systems in this study.
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3.2 Research questions

RQ1: Striking a fine balance between transparency and fatigue-
reduction through automation
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RQ3: Increasing agency through traceability

How does enabling users to easily revisit and adjust their consent deci-
sions affect their sense of agency regarding CMPs and their willingness
to exercise privacy-protective choices?
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4 Methodology
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Disclaimer: for each one of the websites used in our studies, the first
occurrence receives a citation, subsequent ones do not.

4.1 Participatory design workshop
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"includes activities where users, designers, and researchers collaborate
toward shared goals" wm s "the basis of a democratic concern to
empower people through design and development processes where al-
ternatives are developed to illustrate and counterbalance mainstream
solutions or technologies" [4]
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4.1.1 Motivation and goals. prw T Sp nwzz s
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»r ® x S gm XS m nS W s
How Participatory Design Works: Mechanisms and Effects [1 ]
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Design that is grounded in actual practices: T us s
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Key objectives in a participatory design workshop [ ]
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6.2.1 Baseline variant. T s m s s»n x GP P
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Fig. 3. Baseline CMP

6.2.2 Seamful Automation variant. » S wmw w W m x
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Fig. 4. Seamful automation variant (1/2)

Fig. 5. Seamful automation variant (2/2)
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Fig. 6. Seamless automation variant
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Fig. 9. Revisitability variant (2/2)
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7.2 Component responsibilities
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7.2.2  Experimental variable: CMP Variant and Switching Mechanism.
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(a) Qualtrics study flow

(b) Feature presence across CMP variants

Fig. 10. Overview of the study structure and the distribution of features across CMP variants.
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9.2 Qualitative data analysis
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Remark: We choose the one most fitting category for each answer,
despite some being eligible for multiple. To see all answers with author
comments above, see L.
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10 Closing discussion
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10.2 Discussion of the execution of our study procedures
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10.4 Limitations of the results
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G Universal Ul elements across all prototypes

w s

Fig. 13. Study welcome page presented before the experimental tasks.
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Fig. 14. Artificial loading screen used to standardize transitions between study stages.
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Fig. 15. Study completion page displaying a unique completion code for participants.

H Perrig et al’s recommendations (1-4)
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Data Graphs

Fig. 16. Distribution of website presentation order across participants.
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Fig. 17. Share of sessions in which implicit consent was given across CMP variants.
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Fig. 18. Mean consent decision time across all websites and CMP variants.

Fig. 19. Mean consent decision time on the first website encountered by participants.
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Fig. 20. Mean session duration across CMP variants.
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Fig. 21. Relationship between initially granted consent and subsequent consent retraction.
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TERMS

Core Statistical Concepts (P-value)

The P-value is the probability of observing a result (like a difference between group means, or
an association in a table) as extreme as, or more extreme than, the one you measured,
assuming the null hypothesis is true.

Null Hypothesis: There is no difference between the groups (e.g., all 5 design variants have
the exact same mean for NASA_TLX_Effort, or the design variant has no association with the
final consent choice).

If the P-value is low (typically P < 0.05 or P < 0.10), you reject the null hypothesis and
conclude the effect is statistically significant (or marginally significant).

Assumptions Test: Levene's Test
Levene's test is used to check a critical assumption of the ANOVA: homoscedasticity, or the
equality of variances across all your groups (design variants).

HO for Levene's Test: The variance is equal across all groups.

Interpretation: You generally want a high P-value (P > 0.05). A low P-value (e.g., the P=0.0140
for NASA_TLX_ Performance) means the assumption is violated. This suggests the spread of
scores is significantly different between design groups, and you should interpret the
corresponding ANOVA result with caution.

Difference of Means: ANOVA (Analysis of Variance)

ANOVA tests whether there is a statistically significant difference between the means of your
five design variants for any given continuous metric (like EUQ_S_Composite or
NASA_TLX_Effort).

C (design variant): this represents the Between-Group Variation or the Effect of our
independent variable. It is the amount of variation in scores that can be attributed to the specific
design variant the user experienced. This is the difference you are interested in explaining.

Residual: This represents the Within-Group Variation or the Error/Noise in your model. It is the
variation in scores that is not explained by the design variant—i.e., the natural individual
differences between participants who all saw the same design.

Df: Degrees of Freedom. The number of independent data points used to calculate the
statistic. For C(design_variant), df = (Number of Groups - 1) =5 - 1 = 4. For the Residual, it's
based on your total sample size minus the number of groups.



F: F-statistic. This is the core test statistic of ANOVA, calculated as a ratio of the two mean
squares. A larger F-value indicates that the variation explained by your design is much greater
than the unexplained individual variation, suggesting a significant effect.

PR(>F): The P-value associated with the F-statistic. This is the overall probability that at least
one of your design group means is different from the others.

Pairwise Comparisons: Tukey HSD

FWER: Family-wise Error Rate. \When you run multiple comparisons, the chance of finding a
false positive (Type | Error) goes up. Tukey HSD controls the FWER, ensuring that the overall
probability of making any false discovery across all comparisons stays below your specified
alpha (typically 0.05).

Meandiff: The raw difference between the mean scores of the two groups being compared

P-adj: The adjusted P-value. This is the P-value for the specific pairwise comparison, but it has
been mathematically adjusted to control the FWER. You look at this value to determine
significance. If p-adj < 0.05, the difference is significant.

lower/upper: The confidence interval for the mean difference. If this range does not include
zero, the difference is statistically significant. If it includes zero, you cannot rule out that the true
mean difference is zero, meaning the comparison is not significant.

Reject: A boolean value (True/False) indicating whether the null hypothesis for that specific pair
comparison is rejected. True means the two group means are significantly different (because
$\mathbf{p-adj < 0.05}$).

Association Test: Chi-Square

CHI-Square statistic: The test statistic, which quantifies the difference between the Observed
Counts in your Contingency Table and the Expected Counts (what you would expect if the
design variant and final choice were completely unrelated). A larger statistic indicates a stronger
association.

DOF: This defines the shape of the Chi-Square distribution used for the test. For a table with R
rows (design variants) and C columns (final choices), DOF = (R-1) x (C-1). In your fixed test (5
designs x 3 choices), DOF = (5-1) x (3-1) = 8.

P-value: The probability of observing the differences you found in your Contingency Table if
there were truly no association between the design variant and the final consent choice.



Our result P=0.2462 means we have a 24.62% chance of seeing your data by random chance
if the null hypothesis of "no association" is true. Since this is high > 0.10, we do not reject the
null hypothesis and conclude there is no significant association.

INTRO

We have done a between-subjects experiment comparing the effects of different design variants
of consent forms on user behavior and attitudes. Our analysis will therefore focus on comparing
the measures, dependent variables, across our different design groups, independent variables.

The analysis tested whether the five different cookie banner design variants resulted in different
mean scores for a variety of user experience and behavioral metrics.

RESULTS

Out of 13 dependent variables, one showed a statistically significant difference (P < 0.05), and
three others showed a marginal trend (0.05 <= P < 0.10).

Metric (DV) P-value Significan Key Finding /
(ANOVA) ce Level Pairwise Trend
NASA_TLX_Performance 0.0144 Significant Overall significant
P <0.05 difference: The

perceived success of
completing the task
was affected. Trend:
The
automation_w_result
s design resulted in
higher perceived
performance than
baseline (P=0.077)
and informative
(P=0.0668). No pair
reached the P < 0.05
cutoff, indicating the
effect is distributed
across multiple pairs.




Perceived_Revisitability

0.0699

Marginally
Significant
P<0.10

Strongest Finding:
The baseline design
resulted in
significantly lower
perceived
revisitability
compared to the
revisit design
P=0.054. This result
is extremely close to
the P<0.05 cutoff and
strongly supports the
effectiveness of the
explicit revisit design
in increasing the
perception of choice
traceability (H3a).

NASA_TLX_Effort

0.0502

Marginally
Significant
P =0.05

Trend: The Post-hoc
test showed a trend
suggesting that the
informative design
required less effort
compared to the
automation
(P=0.1038) and
baseline (P=0.1206)
designs.

NASA_TLX_Temporal_Dema
nd

0.0585

Marginally
Significant
P<0.10

Trend: The
automation design
resulted in higher
perceived hurry/rush
compared to baseline
(P=0.0687) and
revisit (P=0.0947).
This may suggest
that users find the
black-box nature of




the automation
design stressful.

All Other DVs P>0.10 Not All other core
Significant metrics, including
Perceived_Control
(P =0.8508) and
Perceived_Agency
(P =0.5949), were
not significantly
affected by the
design variant.

Resolution of the Chi-Square Assumption Violation (H3b): The initial Chi-Square test was
unreliable due to an assumption violation (minimum expected cell count of 0.19), primarily
caused by the low response rate in the "Close the banner" category. This issue was resolved by
regrouping the sparse categories into three high-N groups: '"Accepting’ (Accept all/necessary),
'Reject all', and 'Other/High Effort' (Manual choice/Close banner).

Statistic Value
Chi-Square Statistic 10.2756
Degrees of Freedom (DOF) 8
P-value (FIXED) 0.2462
Minimum Expected Count 2.25




The valid Chi-Square test is not significant (P = 0.2462). This indicates that the design variant
does not significantly affect the distribution of final consent choices users typically make in
their daily lives. The data does not support Hypothesis H3b, which predicted that the revisit
option would increase the propensity for privacy-protective choices like "Reject all."

Metrics for RQ1: Automation, Transparency, and Fatigue Reduction

RQ1 examines how to balance automation (seamlessness) with transparency (seamfulness) to
mitigate fatigue while preserving control and agency.

Metric

Theory & Mechanism

Relevance to RQs/Hs

NASA-TLX
Subscales (Mental
Demand, Temporal
Demand, Effort,
Frustration,
Performance)

The NASA Task Load
Index (TLX) quantifies
subjective workload.
High scores in Mental
Demand, Temporal
Demand, and Effort
quantify the user's
cognitive burden and
consent fatigue. High
Frustration measures
the emotional cost.
Performance is the
user's perceived
success.

H1a/RQ1: A successful seamful
automation should aim for lower
cognitive demand scores while
maintaining high Performance.
The marginal significance in Effort
and Temporal Demand suggests
your designs are affecting the
experience of fatigue.

Perceived Agency
(Q19)

Assesses the user's
belief that the
automated system
acted on their behalf as
they wished, reflecting
autonomy and
ownership. It tests if
the user feels like the
"pilot" of the automated
process.

H1b/RQ1: Directly measures the
success of "seamful" transparency
(like automation_w_results) in
ensuring users feel their choices
were respected. Result: No
significant effect suggests the
transparency mechanism did not
sufficiently boost this feeling
beyond the baseline.




Perceived Control
(Q20)

Measures the user's
subjective feeling that
they were in command
of the decisions and
interactions.

H1a/RQ1: Directly tests H1a,
measuring whether explicit
visibility of system status
(seamfulness) yields higher
feelings of control. Result: No
significant effect suggests the
designs failed to boost this feeling.

Time_on_Task_s

The objective measure
of the total time spent
interacting with the

consent banner or task.

RQ1 (Fatigue): This is the
behavioral proxy for fatigue.
Result: No significant effect
suggests the more
transparent/complex designs did
not meaningfully increase user
burden time.

Metrics for RQ2: Comprehension and Data Abstraction

RQ2 focuses on using data abstraction and plain language to improve comprehension and

reduce misconceptions.

Metric

Theory &
Mechanism

Relevance to RQs/Hs

Understandability (Q21)

lists).

Measures the clarity H2a/RQ2: This directly
of the information
presented (plain
language summaries | data abstraction. Result:
vs. technical vendor No significant effect

assesses the efficacy of the
informative design in using

suggests the informative
design did not succeed in
making the information
significantly more




understandable than other
designs.

Confidence_in_Reasons
(Q22) &
Understanding_of_ Effects
(Q23)

These assess the
depth and quality of
comprehension
(grasping why a
choice was made
and what

consequence it had).

H2a/RQ2: These are direct
measures of "high-level
understanding" and
"reducing misconceptions."
Result: No significant
effect suggests the
simplified language did not
facilitate truly informed
intent across the groups.

EUQ_S_Composite (Q11)

The End-User
Computing
Satisfaction
Short-Form
measures general
user satisfaction and
perceived usability.

RQ2 (Trade-off): This acts
as a check for the trade-off
with fatigue. Result: No
significant effect suggests
the various designs were all
perceived with similar
overall satisfaction.

Final_Consent_Choice (Q25)

The behavioral
choice (Accept All,
Reject All, etc.) that
the user usually
makes.

H2b/RQ2 (Privacy
Paradox): Used to assess
the privacy paradox. The
non-significant
Chi-Square result suggests
that the designs did not
shift users' privacy choices.

Metrics for RQ3: Agency through Traceability

RQ3 explores whether enabling easy revisitation of choices increases the sense of agency and
willingness to exercise privacy-protective choices.



Metric Theory & Mechanism Relevance to RQs/Hs

Perceived_Revisitability Measures the extent to H3a/RQ3: This is the
(Q24) which the user believes direct test of the revisit
they can easily go back design variant. The
and adjust their consent marginally significant
choices later. This is the result (baseline vs. revisit,
direct operationalization P=0.054) strongly
of the traceability suggests the explicit revisit
concept. control successfully

combats learned
helplessness by
increasing the perception
of choice flexibility.

Final_Consent_Choice The user's typical choice H3b/RQ3: This is the
(Q25) (Accept, Reject, etc.). dependent behavioral
measure for H3b. Result:
The non-significant
Chi-Square result means
that while the revisit design
made users feel they could
change their choice (H3a
supported by marginal
trend), it did not change
their actual reported
choice behavior (H3b not
supported).

You need to include a note about the assumption checks for a complete picture.

The ANOVA relies on the assumption of homogeneity of variance (that the spread of scores is
similar across all design groups), which is checked by Levene's Test. For two of your
significant/marginal findings, this assumption was violated:



DV

Levene's Test P-value

Interpretation (Add to
your notes)

NASA_TLX_Performance

P=0.0140

VIOLATED. Since P < 0.05,
the assumption of equal
variance is violated. This
means the overall P=0.0144
for the ANOVA should be
interpreted with caution.
You may need to note that a
non-parametric alternative
or a corrected ANOVA (like
Welch's F-test) might be
necessary to confirm this
finding.

NASA_TLX_Effort

P=0.0212

VIOLATED. Since P < 0.05,
the assumption is violated.
The marginally significant
$\mathbf{P=0.0502}$
should also be interpreted
with caution.
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Qualitative data - Inductive Thematic Analysis
High-level overview
- 107 chose to not answer
- 93 chose to answer
- 21 answers essentially meant “No comments”
- 72 remaining answers will be grouped into 3 categories

Groupings
We first start by grouping the responses in the following categories:
- Behaviour-related responses (17)
- General opinions on CMPs (34)
- Positive (0)
- Negative (27)
- Neutral (7)
- Opinions on our CMPs (21)
- Baseline (5)
- Informative (5)
- Seamful Automation (5)
- Seamless Automation (3)
- Reuvisitability (3)

Important remark: We choose the one most fitting category for each answer, despite some being
eligible for multiple.

Behavior when confronted with CMPs (not too important, we have a question for this)
These responses are not super important, since we already have a question for this specifically
- however, some interesting comments were made.

Firstly, users act a certain way but do not necessarily trust that their actions are honoured or are
unsure about the consequences of their actions:

“l am not sure how my choices will affect the usability/functionality of the sites”.

“[...] to be honest, | don't 100% trust the website”.

Also, learned helplessness shows in several responses, for instance:

“l am used to seeing cookie pop ups and | almost always accept all cookies. It has become a
habitual action.”

“l usually don’t bother with those pop-ups and just accept everything.”

Remaining responses often underline common dark-patterns, such as no “reject all” button
being visible in most CMPs they are confronted with, all defaults being “accept”, and burying

potential refusal under multiple layers of menus.

Responses:



- If there is a button that | can refuse all, | definitely click it to refuse all. But to be honest, |
don't 100% trust the website.

- no, i usually accept them without thinking

- If I can reject all | always do, but if | can't, | accept only the necessary ones. | wish all
pop ups can make it easy and quick to just reject all or accept the strict minimum
necessary. And | hope what we choose is really respected and that they can't technically
bypass it.

- They should all be disabled by default and, if you want to, accept the rest.

- lusually accept cookies if | don't find anything unusual about them

-l usually accept them all because | am not sure how my choices will affect the
usability/functionality of the sites.

- | am used to seeing cookie pop ups and | almost always accept all cookies. It has
become a habitual action. Thank you

- Cookie popups should be short and direct. And the option to refuse all should exist in
every popup - something that doesn’t really happens in a lot of sites

- Honestly if the popup is honest i dont mind accepting necessary cookies, but a lot of
times the cookie banner is made a way needing 3 extra steps to deny all, if thats the
case oh im sure going to find a way to deny all or straight up leave the side and find an
alternative

- lusually accept them all, even though | should be reading what all of the options are
about.

- | just always reject them.

- | either reject all or accept the bares of bare minimums.

- On most sites | reject them automatically

-l usually reject them all, unless it's very complicated to do so

- lusually dont bother with those pop-ups and just accept everything.

- For some cookie popups we are forced to individually reject the unwanted cookies which
is a wrong way to force customers to click on the "accept all" button just because it's an
easy option to do

- In the previous question: | usually choose "reject all" if that is an option, but sometimes
the only option is "accept necessary"

Feelings towards CMPs
Some users decided to elaborate on their feelings regarding CMPs in general.

There were no positive comments.

The most prominent keywords and phrases in negative comments were the following:

“Hate”, “Manipulative”, “Bad/worst”, “Annoying”,
comply with EU law”, “A lot of information”.

Waste of time”, “Disruptive”, “Only there to

Some responses underlines issues described in this paper, such as learned helplessness:
“My data will be stolen anyway.”



Neutral answers expressed indifference or some understanding regarding “necessary” cookies,
and emphasised that the way information is presented is crucial for the user experience:

“l think cookie popups must be clear and concise for the user and we (the users) must always
have the choice to reject them if we want to.”

Responses:
Positive

Nothing to see here.

Negative

| hate those.

They're the worst. They are supposed to solve a problem making it annoying

| consider them annoying even when necessary, but | would like to have a better
knowledge of the best way to handle them.

| feel like they are quite manipulative: especially since all the choices are automatically
ticked on and the "accept all" button is placed in such a way that most people will click it
without thinking.

They are very annoying, but | usually accept them, sometimes | go to accept only
necessary, but usually accept all

Worthless

| saw so many of them that at this point | barely read what's written on them also
because it's always the same disclaimer

Yes, it is ridicullous to use cookie consent forms when every browser would be perfectly
capable of having a default answer for cookie settings. It's a humongous waste of time
just because burocrats do not understand how technology works/can work.

| sometimes feel that I'm obliged to provide certain information, and it can be a bit
annoying that | have to do it.

Cookie popups can be a bit tiring because they appear constantly on the screen when
you visit a site, and sometimes on mobile they even glitch and block the page, making it
hard to scroll or choose whether to accept or reject anything. (Seamless automation)

| do not like them, generally | would like to just allow cookies that are necessary for
smooth functionality if needed nothing else.

| would like the popups to be more simple and clear.

Sometimes the site is not accessible unless you pick an option which becomes
disruptive when you're looking up for something only for it to stop you in your tracks

for the user it should be reversed, it should ask which cookies do you want, not which
cookies don't you want. No cookies by default

the popups are irritating and if you dont focus what you are allowing they can take alot of
information from you without you even knowing.

They are annoying, | prefer to not accept any cookie at all if its not necessary

It's not that | mind essential cookies being used, but | default to reject all always because
it's so easy to visit a website just once and then them having your information forever
and you completely forget about it. | really dislike the thought of being tracked and
everything | do online being monitored. | think privacy is important.



Neutral

My data will be stolen anyway.

i hate them - they should not exist or i should just choose one in browser - reject all and
have that choice past me forever.

| hate them. Very annoying.

They usually are very info-heavy and ugly, If there was a read more button, it would look
more polished.

Sometimes the site is not accessible unless you pick an option which becomes
disruptive when you're looking up for something only for it to stop you in your tracks

| don't like them. They feel kinda scary. But what can you?

They are extremely annoying, and some of them you can't reject all easily

Personally, | believe that cookie banners are on websites only to comply with the law,
and the service provider processes the data anyway. Besides you need a cookie or
storage access to process "reject all cookies". Many banners don't give option to reject
all, because they claim thay have neccessary cookies, while IMO there is no such thing.
They are annoying but | know that they are required under EU law. | appreciate the ones
that allow me to "Reject All" by simply clicking one button rather than going down a long
list and having to uncheck everything.

Only necessary cookies.

They are necessary and acceptable.

None in particular, they should be unintrusive and do their job at making me understand
what to click without any dark pattern attempt at making me accept them.

| think they are ok

Needed but not much

Just casual cookies popup

I think cookie popups must be clear and concise for the user and we (the users) must
always have the choice to reject them if we want to.

All of them should have option to "accept minimum"

CMP-variant specific comments

Users had a plethora of interesting comments regarding the CMP variant they were presented
with. When analysing the results for CMPs extending on the baseline CMP, we focus on the
comments regarding the unique extensions themselves (e.g. automation, dynamic explanations,
revisitability).

Regarding the baseline, people expressed their distaste regarding the lack of information
presented, both regarding what they were consenting to and what the consequences of their
choices were:

“[...] I don't actually know what happened: were the cookies accepted or rejected?”

“The one thing that bugs me about most typical cookie consent forms is the lack of consistency

[.].



A participant has proposed some interesting discussion points when expressing their preference
to browser-level CMPs:

“[...]1 I have manually gone through hundreds of those "legitimate consent" lists and unchecked
every single one. What is legitimate consent? Why does an ad bureau have legitimate consent
to put cookies on my computer and/or register information about me? It doesn't feel right. [...]”

As for the informative variant, numerous participants expressed their appreciation of our
innovative approach of providing them with dynamic information on the pop-up based on their
current selections:

“[.--1 1 liked the explanation of the obstructive/innovative etc. terms; it made it easier to
understand what exactly am | rating.”

“[...]1 I liked that the popups in this survey switched between explanations depending on if the
cookies are allowed or not, this made it easy to understand what each slider would do.”
“Very easy to understand and accept.”

“They are helpful in letting me choose”.

“l thought the cookie pop ups in the three websites was really easy to understand and | really
liked it. | wish all cookie popups were that easy to use and understand.”

For the seamful automation approach, users expressed their gratitude towards this approach
compared to the CMPs they meet in their everyday lives:

“I wish there was a system (browser extension?) that would [do what the seamful automation
CMP variant does].”

Interestingly, despite the system status visibility has been boiled down to a bare minimum,
people did appreciate its simplicity:
“l liked the blue box explaining briefly what | had accepted. It was clear and concise.”

On the contrary, seamless automation resulted in mixed results, some participants even
doubting the system’s correct functionality:

“[...]  am confused with that one in this study.”

“Maybe | did my part wrong [...]”

“Only showed up on the first page (Santander), on the other two did not [...].”

Regarding revisitability, not a lot of comments were made, however one user showed distrust
regarding the technology they were presented with:

“l do not trust [the CMP variant] in your study”.

Responses:
Baseline (confusion about consequences)

- As shown in the 3 websites, | dislike the fact that | can click on the X to close the popup
when | go in the "More options" menu, as | don't actually know what happened: were the
cookies accepted or rejected? As cookies are important in terms of data, while it is more
obstructive, | would rather the popup be unable to close until | actively choose an option.



| don't like this popup but | know that it's necessary to websites to do it.

The one thing that bugs me about most typical cookie consent forms is the lack of
consistency - it'd be nice if all of them offered a very simple 'Reject All' or 'Accept Only
Necessary' without having to open any of their extended screen options. A lot of
websites do it right, like the way your study has (having the button upfront, no clicking
around), but not everyone does! It's especially frustrating on mobile, in my experience.
| use Consent-O-Matic and it is an absolute game changer! | have manually gone
through hundreds of those "legitimate consent" lists and unchecked every single one.
What is legitimate consent? Why does an ad bureau have legitimate consent to put
cookies on my computer and/or register information about me? It doesn't feel right.
Thank you for working on this! | LOVE people who take our privacy and security
seriously and who works to spread awareness and/or change things.

Once | went into more options, the floating buttons on the bottom were outside of the
box. This was unexpected.

Informative

No but i liked the explanation of the obstructive/innovative etc. terms it made it easier to
understand what exactly am i rating

Idk about normal ones, but i liked that the popups in this survey switched between
explanations depending on if the cookies are allowed or not, this made it easy to
understand what each slider would do

Very easy to understand and accept

They are helpful in letting me choose.

| thought the cookie pop ups in the three websites was really easy to understand and |
really liked it. | wish all cookie popups were that easy to use and understand.

Seamful automation

That sometimes i do not understand the terminology of asked consent therefore i
decline, although it could be something not dangerous for my privacy (Seamful
automation)

In my opinion the pop up was a little bit large but was straight forward to make the
option. No hidden "crap" like majority of pop ups we find nowadays. Regards.

Popups are a little bit unnecessary but im okay with these

Unfortunately, cookie popups ruin the user experience. | wish there was a system
(browser extension?) that would allow the user to set their preferred settings once. Then,
the system would automatically communicate the preference to all the visited websites
without the need to show the popup every time.

They are most annoying especially if they have long lists to scroll down. | liked the blue
box explaining briefly what | had accepted. It was clear and concise.

Seamless automation

| accept all and | am confused with that one in this study.



Maybe | did my part wrong, or it was intended that way, but out of the three examples |
was given, only one page offered a pop up with the choices to make. The rest of
websites didn't offer any choice to choose or deny the cookies. (Seamless automation)
Only showed up on the first page (Santander), on the other two did not, so all my user
experience is based solely on that one. (Seamless Automation)

Reuvisitability

Unlike other sites, | found these banners to be clear and to the point.

The format a cookies shown on the websites were not very helpful, you pretty much take
them or reject them blind. When you enter the more options to see the individual cookies
permisions there is nowhere near enough information to make a decision. Even in
websites where you get the specifics of who gets the cookies, it doesn't help all that
much, you will have no clue who they are or what they will do with them, so you go pretty
much blind.

| do not trust them in your study
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e SESSION_ID — random ID per session

e DESIGN_VARIANT — baseline, automation, global_settings,
informative, history.

e WEBSITE_CONTEXT — site_1, site_2,site_3

e TIMESTAMP — ISO datetime of the interaction.

e EVENT_TYPE - see below

o EVENT_TARGET - see below

e TRIAL_INDEX — what order the website_context is

Event type

page_loaded — mock site loaded (optional, but useful as a start marker)
cmp_shown — CMP first appears

cmp_closed — CMP is closed/hidden (any way)

choice_made — user confirms a consent choice (accept/reject/custom)

button_click — any button pressed
toggle_change — any category/vendor toggle changed (on/off)
panel_open — any secondary panel opened (e.g. “More options”, history)

panel_close — same panel closed
notification_shown — automation/global banner/notice shown
notification_click — user clicks that small notification

feedback_shown — post-decision feedback bar/summary shown
link_click — user clicked a text link (e.g. “view vendors”)
history_item_update — user changes something inside the history view

scroll — user scrolls within CMP (optional, helpful for engagement)
Event target

cmp_main_banner —the whole banner container
cmp_first_layer —first layer / main view

cmp_second_layer — “More options” / detailed view



btn_accept_all —“Accept all” button
btn_reject_all — “Reject all” button
btn_more_options — opens detailed view
btn_save_custom — confirm custom/category settings

btn_close_cmp — close/X button on CMP

toggle_necessary
toggle_functional
toggle_analytics
toggle_marketing

link_privacy_policy — “Privacy policy” / “Learn more” link

notification_auto_handled — small non-blocking bar/icon that says “privacy assistant
handled this”

btn_open_cmp_from_notification - button/link on that notification to open the full

CMP

checkbox_use_as_default — the checkbox/option “Use these settings as my default for
similar sites”

dialog_confirm_global_default — any confirmation dialog/panel for setting global
defaults

btn_confirm_global_default — confirm global default in that dialog

btn_cancel_global_default — cancel global default

bar_feedback_summary — the feedback/summary bar shown after choice
text_feedback_summary — main text line (e.g. “We blocked 12 vendors...”)
link_feedback_vendors — “View vendors” link in the feedback

link_feedback_categories — “View categories” / “Adjust settings” link

icon_consent_history — small icon/button that opens the consent history

panel_consent_history — the history panel itself

history_list_sites — the list container of sites

history_item_site — a specific site entry (you may also store a site ID in another field if



needed)
history_item_category_toggle — a toggle inside a site’s entry (e.g. marketing on/off)
btn_history_save_changes — button to save changes made in history

btn_history_discard_changes — button to cancel/close without saving
After logging

Decision time — time from cmp_shown to first choice_* or cmp_closed.

Time on webpage - time from render and click go_to_next
Number of interactions — clicks/scrolls before decision (fatigue proxy).

Revisit behaviour — whether any history_* event occurs after initial choice_%*.

Override behaviour — choice_automation_overridden or changes in history.
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Prolific ID

Q1. Study on Design Alternatives for Online Consent Forms

Information about the study and informed consent form

| am Carla Griggio, assistant professor from Aalborg University.
Together with my master's students, Bence Szabd, Sara Selman, and
Louise Steffens, we are conducting research on design alternatives
for online consent forms (or "cookie popups"). We are currently
studying what kinds of design aspects in cookie popups help users

feel more in control and informed about their privacy choices online.

Before you decide, you can talk to anyone you feel comfortable with
about the research.

There may be some words that you do not understand. Please feel
free to contact us to ask for clarifications.

Purpose of the research and type of activity
This study looks into how Internet users understand, value and feel

about different types of consent forms for sharing personal data with

websites in the form of cookies. We are designing new technologies

for enabling users with more control over their privacy online, and we

want to incorporate the insights from this survey into our future
designs. The study consists of three tasks, each asking you to visit a
website, make a decision about what data you would consent this
website to collect, and finally, answering a short set of questions
about your experience.

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F6...
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It's important to note that these tasks are aimed to learn about the
design of the consent form (cookie popup) you will see, but the
websites will not collect any data regardless of your choices.
However, please complete the task as if these websites would collect
data as normal websites do.

Participant selection

You have been invited to this study because you are representative of
a group of adult users who have experience with cookie popups
compliant with GDPR.

Voluntary Participation

Your participation in this research is entirely voluntary. It is your
choice whether to participate or not. You may change your mind later
and stop participating even if you agreed earlier.

Procedures and Protocol

The study consists of two parts: First, you will perform three tasks
where you will make choices about online consent, each on a
different website. Second, you will answer a short set of questions
about your experience. We will collect the following data:

1. Demographics (from Prolific: age, gender, employment status,
country of residence)

2. Interaction with each cookie popup (e.g., clicks)

2. Questions about your experience

Participants are expected to reflect on each question and
provide thoughtful, personal answers.

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F6... 2/15
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Answers that are generated with Al will be rejected.

Duration
The study will take approximately 5 minutes.

Risks and Benefits

We anticipate no risks from participating in the study. If you
participate, you may dedicate time to reflect about what type of
privacy decisions you would make when visiting different types of
websites.

You will also help the researchers conducting the study advance our
understanding of people's privacy choices in online consent forms
(cookie popups). This will benefit the technical development of future
prototypes.

Reimbursements
You will be awarded £0.75 via Prolific.com after verifying that all
guestions were answered in a valid way.

Data processing

Your data collected during this study may be shared with researchers
at both Aalborg University, for example, in the case that a new
researcher joins the research project. These institutions will use the
data for the purposes of this research only.

Confidentiality

The data we collect from you will be anonymous, meaning that we
will not ask for your name, address, personal ID or anything that
identifies you unequivocally. Your data will be associated with a

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F6... 3/15
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randomly generated number provided by Prolific.com, which will be
deleted after the research project is concluded. All collected data is
stored securely in servers hosted by Aalborg University.

Sharing the Results

If you are interested you may contact us at a later stage to learn
about the outcomes of the study. We will publish the results in the
form of one or more research papers and online articles in order for
other interested people to learn from our research. No confidential
information will be shared. Publications may include fragments of the
text from your answers, but we will remove any information that may
identify you. Towards the end of this form we ask for your explicit
consent to this: you are welcome to participate in this study even if
you do not want your answers to be quoted verbatim in publications.

Right to Refuse or Withdraw

You do not have to take part in this research if you do not wish to do
so. You may also stop participating in the research at any time you
choose. It is your choice and all of your rights will still be respected.
You may withdraw from the study by contacting us to the emails
below indicating your Prolific ID. It is important that you understand
that if you lose your Prolific ID (e.g., by deleting the account), we
cannot withdraw your data from the study.

Who to Contact
If you have any questions about the study at a later stage, please
contact:

Principal investigator:
Carla Griggio, Department of Computer Science, Aalborg University,

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F6... 4/15
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Denmark, A. C. Meyers Vaenge 15, 2450 Kgbenhavn, email:
cfg@cs.aau.dk.

Q2. Certificate of Consent

| have read the foregoing information. | have had the opportunity to ask
questions about it and any questions that | have asked have been answered to
my satisfaction.

| consent voluntarily to partcipate as a partcipant in this research and consent
the following data to be collected: a) Demographics, and b) interaction with
cookie popups and c¢) questions about your experience

| understand that | can only withdraw from the study by providing my Prolific ID
to the researchers

| consent voluntarily to have anonymized fragments of my answers included in
publications (quoted verbatim) resulting from this research

Q3. Enter your Prolific ID here:

INTRO

Q4. Welcome!
You are invited to participate in a short study about online consent
and cookie banners.
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You will:

e Visit 3 websites and interact with the consent pop-up that
appears on each one.
e Answer a short questionnaire about your experience.

The study will take approximately 5 minutes.

LINK OPTION 1

Q5. Your task is to make a choice about online consent while
progressing through 3 different websites.

1. Click this link to start.
2. Follow the instructions on the website.

Important: There is a "NEXT PAGE" button at the bottom of each
website!

3. When you are done, you will receive the secret code.

Paste the secret code here when you are done:

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F6... 6/15
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LINK OPTION 2

Q6. Your task is to make a choice about online consent while
progressing through 3 different websites.

1. Click this link to start.
2. Follow the instructions on the website.

Important: There is a "NEXT PAGE" button at the bottom of each
website!

3. When you are done, you will receive the secret code.

Paste the secret code here when you are done:

LINK OPTION 3

Q7. Your task is to make a choice about online consent while
progressing through 3 different websites.

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F6...
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1. Click this link to start.
2. Follow the instructions on the website.

Important: There is a "NEXT PAGE" button at the bottom of each
website!

3. When you are done, you will receive the secret code.

Paste the secret code here when you are done:

LINK OPTION 4

Q8. Your task is to make a choice about online consent while
progressing through 3 different websites.

1. Click this link to start.
2. Follow the instructions on the website.

Important: There is a "NEXT PAGE" button at the bottom of each
website!

3. When you are done, you will receive the secret code.

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F6... 8/15
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Paste the secret code here when you are done:

LINK OPTION 5

Q9. Your task is to make a choice about online consent while
progressing through 3 different websites.

1. Click this link to start.
2. Follow the instructions on the website.

Important: There is a "NEXT PAGE" button at the bottom of each
website!

3. When you are done, you will receive the secret code.

Paste the secret code here when you are done:

EUQ-S
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Q10. If you are in any doubt, you can about the options below here - otherwise,

feel free to skip.

Obstructive - Supportive

Does the consent pop-up slow down or help you quickly continue to the website?

Inefficient - Efficient

The time and effort required to complete your consent choice / assignment.

Conventional - Innovative

Is the design like something you have seen before or does it feel fresh and cleverly designed?

Final - Revisable

Do you perceive your choice as permanent and unchangeable or easily changeable later?

Empowering - Discouraging

Do you feel in control and capable of making an informed choice or do you feel pressured?

Genuine - Manipulative

Does the interface feel honest and transparent or is it trying to trick or steer your choice?

Q11. Please mark the point on the scale that you feel best reflects

your impression of the product/system.

Feel free to check the explanations below if you are unsure about what some of the scales represent.

Obstructive O O O O O O O Supportive

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ?2F...

10/15



12/16/25,9:31 AM Qualtrics Survey Software

Complicated O O O O O O O  Easy
Inefficient (O (O O O O O (O Efficient
cear O O O O O O O confusing
Boring () O O O O O (O  Exciting
NotInteresting () (O (O O O O (O  Interesting
Conventional () (O O O O O O Inventive
Final (O O O O O O (O  Revisable
Empowering () (O O O O O () Discouraging
Genuine () O O O O O O  Manipulative

NASA-TLX

Q12. Please mark the point on the scale that you feel best reflects
your impression of the product/system.

Q13. How mentally demanding was the task?

veytow O O O O O O O O O O  VeryHigh

Q14. How physically demanding was the task?

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F... 11/15
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veylow O O O O O O O O O O  VeryHigh

Q15. How hurried or rushed was the pace of the task?

verytow O O O O O O O O O O veryHigh

Q16. How succesful were you in accomplishing what you were asked
to do?

veytow O O O O O O O O O O  VeryHigh

Q17. How hard did you have to work to accomplish your level of
performance?

veytow O O O O O O O O O O  VeryHigh

Q18. How insecure, discouraged, irritated, stress, and annoyed were
you?

veylow O O O O O O O O O O  VeryHigh

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ2F... 12/15



12/16/25,9:31 AM Qualtrics Survey Software
Q19. To what extent do you believe that the given system acted on
your behalf as you wanted it to?

veytow O O O O O O O O O O  VeryHigh

Q20. To what extent did you feel that you were in control of the
choices you made?

verylow O O O O O O O O O O veryHigh

Q21. How understandable was the information presented in the pop-
ups?

veytow O O O O O O O O O O  VeryHigh

Q22. How confident are you of the reasons behind the choices you
made?

veytow O O O O O O O O O O  VeryHigh

Q23. How well did you understand the effects of the choices you
made?

https://csaau.qualtrics.com/Q/EditSection/Blocks/Ajax/GetSurveyPrintPreview ?ContextSurveyID=SV_1BWGSy5ydzV7B30&ContextLibraryID=UR_XQ?2F... 13/15
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veytow O O O O O O O O O O  VeryHigh

Q24. To what extent do you feel like you could go back and change
your consent choices later?

verytow O O O O O O O OO O  veryHigh

CLOSING QUESTION

Q25. What do you usually do for cookie banners in your daily life?

Accept all

Reject all

Accept necessary

Manually choose which ones to accept

Close the banner

Comments

Q26. Would you like to share any other comments about cookie
popups?
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